TONG CONG TY QUAN LY BAY VIET NAM CONG HOA XA HQI CHU NGHIA VIET NAM

TRUNG TAM DPAO TAO - HUAN LUYEN Poc lap - Trr do - Hanh phiic
NGHIEP VU QUAN LY BAY
Sé:4 +6¢ /TTDTHL-DT Ha N6i, ngayAA thang 9 ném 2025

V/v mdi bo gia khéa dao tao chuyén gia tin cong an
toan théng tin

Kinh gtri: Quy cong ty

Trung tam DPao tao - Huan luyén nghiép vu Quén ly bay (Trung tam Dao
tao - Huin luyen) c6 nhu cau té chirc khéa dao tao chuyén gia tin cong an toan
thong tin (Chi tiét tai phu luc kém theo).

Kinh moi cac Cong ty quan tdm guri bao gia khéa dao tao trén dé lam co
s& xem xét.

Thoi gian tiép nhén: Trude 10h00 ngay 15/9/2025.

Hinh thirc giri béo gia: Ban cimg (d6ng diu do).

Dia chi nhén bao gia:

- Trung tdm Pao tao - Huén luyén nghiép vu Quan 1y bay; S6 5 ngd 200
duong Nguyén Son, Phuong B6 Dé, Quan Long Bién, Ha Noi.

- Ngudi lién hé: Ba Ta Thu Trang - Phong Pao tao

- Sb dién thoai: 0985985385

Mong nhén dugc su hgp tac cua Quy cong ty.

Tran trong./. 5ul—

Noi nhin:
- Nhu trén;
- Lvu: VT, BT (Tr O2b).4,
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Phu luc

(Kém theo Vén ban 6 A 6§ /TTDTHL-DT ngay 1A thing 9 nam 2025)
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1. Noi dung khéa hoc:
- Gidi thidu vé An toan thong tin va tin cong mang
Xac thue, Uy quyén, Tinh sin sang, Tinh toan ven,
Tinh riéng tu
Phan biét gifta 16 hong bao mét, mébi nguy hiém va
rui ro
Chinh sach va phap ludt vé& an toan théng tin tai
Viét Nam:
Luit An ninh mang, cic diéu ludt 224, 225, 226,
226a, 226b trong Bo luit Hinh su
My chii cap phat chimg chi s (CA)
Ky thuit ma hoa va xac thuc
Mang riéng 4o (VPN)
Tudng lira (Firewall)
Hé théng phét hién/ngan chin x4m nhap (IDS/IPS)
Honeypot va Honeynet
- Cac ky thuét thu thép va khai thac thong tin
Ky thuit thu thip théong tin trén mang
(Footprinting, Reconnaissance)
Ky thuit quét mang (Port Scanning, Network
1 | Mapping) 01 Lép

K§ thuét théng ké va phan tich dit liéu

- Cac k¥ thuat tn cong va phong chéng tin céng
an toan thong tin

Cac ky thuat thu thép théng tin trén mang

Céc ky thuat quét mang

Cac ky thuét théng ké

Cac ky thuét tan cong hé théng (Ta.n cong bé khoa
mat khéu cic loai hé diéu hanh, tin cong chiém
quyén hé diéu hanh: Windows 7, 8, 10, 2008, 2012,
Linux,...)

Phuong phap phén tich 16 hong bao mat

Tao Trojans, va Backdoors, Viruses va Worms,
bypass Antivirus va cach phong chéng

Cac kiéu tin cong bing cach nghe 1én (Nghe Ién
trong LAN, nghe Ién Internet, nghe Ién céc tai khoan
ca nhén

Cac k§ thuit Ita dao trén mang (Human-base,
Computer-base, Mobile-base)

Tén cong tir chdi dich vu (Cac phuong phap va
cdng cu DDOS méi nhit hién nay, cach phong




chéng)

Tén c6ng bang cach chiém doat phién két ndi

T4n c6ng méay cha Web (Local Attack up shell)

Tén cong Umg dung dua trén nén Web (Tén cdng
dwa vao 156 héng trén dich vu web: IIS, Apache,
NGINX, Joomla, Wordpress, XSS)

Tén cdng co s& dir lidu SQL injection

T4n c6ng mang khong day

Tén cong vao céc thiét bi di dong

Tén céng Cloud Computing

Bao mét cho céc thiét bi IoT

Ky thuit ma hoa va CA
Canh bao va ngén ngtra cac cudc thn codng mang voi;
Firewall, IDS/IPS, Honeypot, Honeynet
2. Qui md 16p hoc: 01 16p, du kién 20 ngudi/lép
3. Thoi gian khoa hoe: 05 ngay, du kién t6 chic tir
thang 10/2025
4. Hinh thirc: Truc tuyén
5. Yéu ciu gidng vién: C6 kinh nghiém va du nang
Iwc dé dép tmg yéu ciu ciia chuong trinh khéa hoc
va co trinh d§ Thac s¥ tré l1én
6. Cung cip thong tin:
- C6 dang ky kinh doanh/dang ky hoat dong hop
phap (Ban photo cbng chimg trong vong 6 thang)
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Gia trén 14 gia tron g6i dd bao gém thué VAT va cac chi phi lién quan khéc




