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TRUNG TAM PAO TAO - HUAN LUYEN Poc lap - Tw do - Hanh phiic
NGHIEP VU QUAN LY BAY
8é: A34¢ /TTDTHL-DT Ha Néi, ngay A thing ¥ nim 2025

V/v moi bao gia gdi dao tao chuyén gia an toan thong tin

Kinh giri: Quy cong ty

Trung t4m Pao tao - Huan luyén nghiép vu Quan ly bay (Trung tim Dao
tao - Huan luyén) c6 nhu cau moi bao gia goi dao tao chuyén gia an toan thong
tin (Chi tiét tai phu luc kém theo).

Kinh mdi cac Cong ty quan tim giri béo gid gbi dich vu trén dé 1am co s&
xem Xét.

Thoi gian tiép nhan: Trudc 14h00 ngay 23/7/2025.

Hinh thite giri bo gia: Ban climg (d6ng du do).

Dia chi nhan bao gia:

- Trung tdm Dao tao - Huéq luyén nghiép vu Quan ly bay; S 5 ngd 200
duong Nguyén Son, Phuong Bo Bé, TP Ha Noi.

- Niguoi lién hé: Ba Nguyén Thi Hong Minh; S dién thoai: 0916712008

Mong nhan dugc su hgp tac cua Quy cong ty.
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Chi phi dao tao:

1. Thong tin chung cac khoa hoc vé dao tao chuyén gia an toan thong tin:
1.1 Khoa Chuyén gia bao mét hé thong thong tin - Certified Information Systems Security
Professional (CISSP Security)

a. Tén kho4 hoc: Khoa Chuyén gia bao mat hé théng thong tin - Certified Information Systems Security
Professional (CISSP Security):

b. Thoi lugng dao tao: 5 ngay

c. Thoi gian thuc hién: dv kién Quy 111/2025

d. Quy mé 16p hoc: 01 16p, du kién 15-20 ngudi.

e. Hinh thirc dao tao: Truc tuyén

f. Noi dung dao tao:

Bai 1: Quan ly Bao mét

- Tréach nhiém vé& quan 1y bio mat

- Phén biét gift kiém so4t vét 1y, k§ thuét va quan tri

- Ba nguyén ly bao mét chinh

- Quaén ly va phan tich rui ro

- Chinh sach bao mét

- Phan loai théng tin

- Pao tao ning cao nhén thic vé& bao mét

Bai 2: Kiém soat truy cép

- Céc phuong phéap va k¥ thuét dinh danh

- Céc phuong phap, md hinh x4c thuc

- Phan biét cac m6 hinh kiém soét truy cdp

- Kiém toan va giam sat

- Hé théng phat hién x4m nhip

- Cac mdi nguy hiém ddi voi kiém soét truy cip

goi




Bai 3: Cac md hinh va kién tric bao mat

- Kién trtc phan cting ciia mdy tinh

- Céc kién trac cta hé diéu hanh

- Céc co ché bao mat co ban

- Céc co ché bao mat trong hé diéu hanh

- Cac mo hinh bao mat

- Céc khu vue kiém thir va danh gid

- Quy trinh chimg nhén va bd nhiém

- Céc phuong phép tén cong

Bai 4: Bao mét vat 1y

- Phan biét vé kiém soét vat 1y, k¥ thudt va quan tri

- Vi tr c4c thiét bi va quan ly

- Cécri ro bao mat vét ly, mbi  nguy hiém va phwong phap phong chéng
- Cac vén dé lién quan dén nguon dién va phuong phép phong chéng
- Phat hién va Ngén chén chay nd

- Hé théng phat hién xam nhéip

Bai 5: Bao mét mang va vién thong

- M hinh OSI

- TCP/IP va céc giao thirc khac

- Cac cong nghé¢ LAN, WAN, MAN, Intranet, Extranet
- Phén loai d&y mang va cc phuong phép truyén dir liéu
- Céc dich vu va thiét bi mang

- Quan Iy bao mét trong truyén théng

- Céc thiét bi vién thong

- Céc k¥ thuit va phuong phép truy cép tir xa

- Céac k¥ thuét st dung trong mang khong day

Bai 6: Mét ma

- Lich st cia Mat ma

- Céc thanh phin ctia M4t ma va mbi lién hé

- Su tham gia cta chinh phi d& phat trién mat ma

- Céc thudt todn mé héa dbi xtng va bit dbi xtng

- Céc khai niém va co ché sir dung trong PKI




- Thuét todn Bam va tng dung

- Céc phuong phap tAn cong vao cac hé théng mat ma

Bai 7: Lap ké hoach dam bao tinh lién tuc ctia doanh nghi€p va khéi phuc sau tham hoa
- Céc bude khoi tao du 4n

- Céc yéu ciu lap ké hoach dam bao tinh lién tuc va khoi phuc sau tham hoa
- Cac phan tich sy anh huong dén doanh nghiép

- Lua chon, phit trién va trién khai céc ké hoach di vach
- Sao luu

- Thr nghiém

Bai 8: Céc diéu lut, su diéu tra va tinh dao dirc

- Tinh dao diruc gin vdi cac chuyén g1a bao mét thong tin
- T6i pham may tinh va cac diéu luat vé may tinh

- Dong co va ho so ké tAn cong

- Tién trinh diéu tra t0i pham may tinh va thu thap déu vét
- Céc bude xtr Iy su ¢d

- Céc kléu dAu vét

- Céc didu luat anh hudng dén t0i pham mat tinh

Bai 9: Bao mét trong qua trinh phat | trién ting dung va hé théng
- Céac phuong phap kiém soat va trién khai phin mém

- Khéi niém v€ co s& dir li€u va cac vAn d& bao mjaat

- Kho dit li¢u va khai thac dir licu

- Tién trinh phét trlen va viéc khal thac dir ligu

- Tién trinh phét trlen chu ky sdng ctia phan mém

- Céc khai niém vé kiém sodt sy thay d6i

- Céc thanh phin ctia chuong trinh d6i tuong

- Céc hé théng chuyén dung va tri tué nhén tao

Bai 10: Bao mét trong hé vén hanh

- Céc trach nhiém v& quan 1y céc cong viéc quan tri

- Thir nghiém san phém va dam bao vén hanh

- Quan ly cdu hinh

- Céc budc trong qué trinh khoi phuc

- Cac hé théng c6 kha nang chbng 15i




- Bao mét cho thu dién tur
- Céc mdi nguy hiém lién quan dén bio mét trong vén hanh
1.2 Kho4 dao tao CompTIA Security+ theo chwong trinh
a. Tén khoda hoc: Khoa dao tao CompTIA Security+ theo chuong trinh
b. Thoi lugng dao tao: 4 ngay
¢. Thoi gian thyc hi¢n: du kién Quy I11/2025
d. Quy m6 16p hoc: 01 16p, du kién 20 ngudi.
e. Hinh thirc ddo tao: Truc tiép tai H6 Chi Minh
f. Noi dung dao tao:
Chwong 1: Téng quan vé ATTT-Rm ro, Cac hinh thitc tin cong
— Céc su kién an ninh mang gén day
— Céc khai niém co ban v& an ninh mang
— Céc hinh thtc tAn cong mang phd bién
— Chinh séch bao mat
— Demo mét s hinh thirc tin cong:
- Tan cbng password, tn cong dos lan, dos qua 16 héng IIS, tAn cong qua 16 héng g dung Apache,
tin cong HDH
Chuo ng 2: Giam sat, ra soat 16 hdng va mot s6 k§ thuit ddm bao ATTT
— Tdéng quan vé Scan
— Scan mang
— Scan Port
— Scan 15 hdng bao mat
— Demo: Dung nmap scan, Nesus, Security Baseline, snort trén kali
Chwong 3: Tim hidu vé cac thiét bi va ha ting mang
— M0 hinh TCP/IP
—Ipv4 va Ipv6
— Céc giao thire phd bién
— Céc thiét bi mang
— MOt s6 khai niém: DMZ, Subnet, VLAN, NAT, Remote access, NAC
— Céc kiéu FireWall




—Load Balancers

- VPN

—IDS va IPSd

- UMT

—Demo: Cu hinh NAP cho DHCP, ciu hinh RDP, c4u hinh VPN client to site, cu hinh squid Proxy
firewall, ciu hinh snort

Chuong 4: Cac khai niém Access Control, Authentication, and Authorization

—Access control list, truy cdp ngudn tai nguyén va cic permision

—Xéac thue login cac HPH, Xac thuc Keberos, LDAP, PAP CHAP, Tréc sinh hoc, CA, presharekey,
Single Site On
Demo:

—Céu hinh NAP cho VPN

—Nghe 1én céc giao t}u’xc xdc thuc clear text, VPN L2tP/ipsec xac thuc CA, VPN xéc thuc RADIUS,
Trust Domain, Cau hinh account Policy, password Policy
Chwong 5: Protecting Wireless Networks

—Céc chuén bao mét wireless
—Céc mb hinh thiét k& mang wireless
—C4c 15 hdng va céc cach tn cong mang wireless
—Demo mét vai hinh thitc tdn cong wireless:
Chuong 6: Cloud
— Cloud computing: Private Cloud, Public Cloud, Community Cloud, Hybrid Cloud
—Aohoa
—Bao mét cho Cloud
Chuwong 7: Host, Data, and Application Security
—Bao mit xé4c thuc may, gia cb 15 héng cac HPH, cic 15 hdng méi, firewall host base
—M34 hoa bitlocker, EFS, NTFS security
—Gia ¢b céc 16 hdng trén App zero day
~Gia c¢6 DHCP, DNS, FTP..AD
—Céc co ché du phong: Backup (céc kiéu), RAID, Cluster FailOVer, NLB
—Demo: tAn cdng chiém quyén may théng qua 1 56 16 hdng, cAu hinh firewall ngin chin wanna cryp
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(Ms17-010), cu hinh ma héa EFS va bitlocker, tan ¢ng qua 16 hong trén app (CVE 2015 8562),

Chuong 8: Mai hoéa:

—Ma34 héa Hash

— M4 héa dbi xing

— M3 héa bét dbi xiang

-CA
Chwong 9: Malware, Vulnerabilities, va ThreatsMalware

— Virus

—Trojan Horse

— Malicious Mobile Code

— Tracking Cookie

— Attacker Tool

—Backdoor

—Keylogger

—Rootkits
Chwong 10: Social Engineering

—SE phi k¥ thuét

—SE c¢6 k¥ thuét: fake login, trojan

—Demo: beef, chiém quyén thong qua shell update flash, fake login
Chwong 11: Security Administration

— Third-Party Integration

— Classifying Information

—Mobile Device:

— Demo attack Mobile va cach phong chéng
Chuong 12: Disaster Recovery

— Téng quan Backup va Restore

—Lap ké hoach va thuc thi Backup & Restore

—Demo Backup Windows Server 2012
1.3 Khéa dio tao tAn cong va phong thit bio mat Windows
a. Tén kho4 hoc: Khoa dao tao tin cong va phong thi bdo mat Windows
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b. Thoi Ivong dao tao: 4 ngay
c. Thoi gian thuc hién: du kién Quy I11/2025
d. Quy mé 16p hoc: 01 16p, du kién 20 nguoi.
e. Hinh thirc dao tao: Truc tiép tai H5 Chi Minh
f. Noi dung dao tao:
Phén 1: Kién tric bao mat Windows, k§ thuit khai thic ban dau.
Téng quan vé kién tric bido mat Windows:
o Kernel, LSASS, Winlogon, Registry.
o User Account Control (UAC), Credential Manager.
Active Directory & Kerberos Essentials.
Attack Surface:
o Misconfigurations & Patch Gaps.
K¥ thuit do tham va ra quét 16 hong bao mit trén Windows
o St dung NMAP
o St dung Metasploit
o St dung Nessus
o Siur dung AI Shell GPT
Quan ly vé 16 hdng bao mit trén Windows: Nist, Fist, Mitre ATT
Quan Iy tién trinh Update
K§ thuét tin cong ban diu:
o Phishing & Malicious Attachments.
o Exploiting SMB & RDP.
o Exploiting Windows Services (PrintNightmare update).
o St dung Al dé khai thac va tin cdng tu dong Windows.
Cong cu:
o Metasploit, Cobalt Strike (Beacon Simulation), PowerShell Empire, Shell GPT Al
Lab thuc hanh:
Lab 1: Khai thdc RDP Brute-force + Detect v6i Event ID.
Lab 2: Tao Payload vGi Metasploit va thuc hién Initial Access.
Lab 3: Bypass UAC bang PowerShell.
Lab 4: Khai thac Windows 11, Server 2025 bang Al
Phin 2: Credential Access & Lateral Movement




(An cdp théng tin ding nhdp va di chuyén ngang trong hé thong)
Credential Dumping:

o Mimikatz va k¥ thuét trich xuét LSASS.

o SAM & NTDS.dit Extraction.

o Credential Guard & LSA Protection.
Pass-the-Hash / Pass-the-Ticket (PtH/PtT):

o Kerberos TGT Forging (Golden Ticket).
Lateral Movement:

o PsExec, WMI, Remote PowerShell.

o Exploiting SMB Relay.
Persistence:

o Registry Autoruns, Scheduled Tasks.

o WMI Event Subscription.

Lab thwe hanh:
Lab 5: Ding Mimikatz 14y NTLM Hash + Pass-the-Hash.
Lab 6: Kerberos Attack — Golden Ticket.
Lab 7: Di chuyén ngang v6i PsExec va phat hién bang Sysmon.
Lab 8: Ding Al ldy NTLM Hash ctia Windows
Lab 9: Password Responder Attack
Phén 3: Detection & Defense
(Phdt hién tan cong & trién khai phong thi)
Windows Logging Essentials:

o Event Logs, Sysmon, PowerShell Logging.
Giai phap EDR trén WIndows

o CrowdStrike, Microsoft Defender for Endpoint.
Security Baselines & Hardening:

o LAPS (Local Administrator Password Solution).

o Credential Guard, Attack Surface Reduction (ASR).
Giai phap Zero Trust trén Windows:

o Just Enough Administration (JEA).

o Conditional Access.
Phong thi véi PowerShell Defensive Mode:




o Constrained Language Mode.
o AMSI (Antimalware Scan Interface).
Lab thwe hanh:
Lab 10: Cai Sysmon + Viét Rule phat hién Credential Dumping.
Lab 11: Bat LAPS va trién khai ASR Rules.
Lab 12: Tao Script phat hién hoat dong cia Mimikatz trong Event Logs.
Phén 4: Incident Response & Disaster Recovery
(Xir Iy s ¢6 & va phuc héi di liéu)
Quy trinh xtt 1y va tmg ctru su ¢ trén Windows (NIST):
o Identification — Containment — Eradication — Recovery — Lessons Learned.
Memory Forensics véi Volatility.
Phong chéng Ransomeware va ma doc trén Windows
Cac giai phap Backup & Recovery trén Windows
Tabletop Exercise & Attack Simulation:
o Red Team md phong chudi tin cong thuc té (Initial Access — Lateral Movement — Exfiltration).
o Blue Team thuc hién diéu tra & phan tng.
Lab thwe hanh:
Lab 13: Phén tich dump b6 nh¢ phat hién credential dumpmg
Lab 14: Cau hinh Windows Defender, Registry, GPo dé phong chdng va phat hién ma doc
Lab 15: C4u hinh sao luu va phuc hdi dit ligu
2. Tai li€u kho hoc: Tai liéu bing ban cing
3. Yéu ciu gido vién:
- C6 bang dai hoc trd 18n mdt trong cac chuyén nganh: CNTT, hé thdng thong tin, khoa hoc mdy tinh, toan
— tin ng dung.
- C6 kinh ngh1em t01 thidu 03 nim tham gia gidng day vé& CNTT hoic t6i thiéu 01 hop ddng dao tao véi
vai tro 12 gido vién vé ndi dung cta khoa hoc ma giao vién sé& tham gia giang day.
4. H6 so ning lwe ciia nha cung cip

Gia trén 12 gid tron goi da bao gdm thué, phi, 1¢ phi (néu c6) va céc chi phi lién quan
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